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1 OVERVIEW

1.1 INTRODUCTION

This document iadeliverable of the Business Strategy Task Group, within the Industrial Internet
/ 2ya2NIliAdzyQa oLL/ O . dza Ay SCE) WorkinglGiopa e | yR { 2 f dz

It provides a highevelidentificationandanalysiof issues that an enterprise will need to address
in exploitingIndustrialinternet of ThingglloT)concepts for commercial (or other) gain.

1.2 PURPOSE

Because uncertainly and flux ehaterize much of the [loT market, the primary objective is to act
as areference document for any enterprise planning to engage Wihconcepts The adoption

of frameworks and concepts documented her@iccelerategain byde-riskingany decision to
deploy lloT technologies. Accordingtitjs document provide a singlesource compendium of
the issues and challengés considerbefore deployment of [I0T initiatives.

The secondary objective is to béomchstone reference document that defines the scop&ofk
and remit for the Business Strategy Task Group

1.3 Scope

Of necessity, the scope of this document is wide ranging and high #bslequent documents
to be published by the Industrial Internet Consortium over the coming mowth$uild on this
document incrementally Specificallythey are likely to take one of two forms:

Detailed documentthat unpick and analyzemajor businesstgategy to provide greater insight
into topics identified within the scope of this documenthile being consistent with ta overall
approach and framework.

Action-oriented documentthat highlighty SEG &G SLIAQ T2 NJ 2 NBYyingRolT I (A 2y
initiatives thatbuild on the broaderanalysishere andin subsequent detailed publications.

1.4 SrRUCTURE

While lloT projectsare in many ways quite similar to traditional systems integration projects,
there are significant difference®Ve emphasize those differencé®re, including sections on:

1 Market context

1 lloT strategy

9 lloT business model innovati@md
1 lloT foundational apabilities
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1.5 AUDIENCE

The two prime audience for this document areCxOs (or equivalent) actively engaged in
specifying anddeploying IloT initiativegnd CxO staffor equivalent)in the early stages of
considering the deployment of 110T initiatives

Subgquent publications may be more suitable for CxOs (or equivalent) that are in the early
stages of contemplating IloT initiatives, or other senior managers who may benefit from a more
comprehensive analysis of pertinent issues.

1.6 Use
The document sets out abust approach applicable for any company seeking to engaldeTin
LG A& | O2YLINBKSYaagdS FyR NBftl GAGSte WKSI@geQ

preferable to presentamorerf Saad O02YLIX SGS OASe 2F WoS@wid LINT C
draw inspiration from collective thinkingmong IIC membership

Clearly, any executive drawing from this documes® NBS (2 F R2LJGi 'y I LILINE LIN
or existing internal project model, especially within smaller companies. Alternativety, an
particularly in the case of larger companies, a range of project support processes will already be

in place and the approach documented herein should be used to inspire the enhancement of
existing infrastructures in order to efficiently address the bpportunity.

Many of the techniques and approaches discussed in this document are also applicable to
consumer loTinitiatives and, where relevant, we welcome the application of [loT concepts in
consumer loT environments.

1.7 TERMSX DEFINITIONS

This documenintroduces m significant new terms or definitions

1.8 SvmBOLS

This document introducesansignificant new symbols

1.9 (CONVENTIONS

Given that the documentisnefi 2 NI G A @S> €t WYdzZad QI WYYl &Q |yl
interpreted as English language anot as in RFC 2119

1.9.1 TYPOGRAPHICAL ANDIGUISTICONVENTIONS ANBI'YLE

Terms that require definition are rendered italics. (As the usage immediately precedi
demonstrates, italics magiso be used as example, or for emphasis.)

1 Consumer loT generally differs from industrial 10T due to the contrasting levels of emphasis typically
placed on security, quality, cost and quality of service in these two environments.

[IC:PUBBO01V1.0:PEB20161115 -8-
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Generally, only the firstise of the term is italicized. However, when a term can be read in its

usual English language mode, the first use of the term may be italicized as the discussion becomes
G§SOKYyAOItd LYy G(KS FANRG SEFYLX S oSfthegetondaal FSi
it introduces a definition.

ExamplelY &! Y2y 3 GKS 1Sé& aeadaSy OKFNYOGSNRAGAOaA
LISNKIF LJA GGKS Y2ad AYLRNIIFIyG>S F2tt26SR o0& &SOdzNA

ExampleY Safetyis the condition of the system operating without causing wegtable
risk of physical injury or damage to the health of people, either directly, or indirectly as a
NEBadzZ G 2F RFEYF3IS (2 LINBLISNI& 2N 2 (GKS SYyg@iNRy

1.10 RELATIONSHIP WITBTHERICDOCUMENTS
This document fits in the IIC Technical Publication OrgaoizageeFigurel-1.

; -
Verticals (e.g. Energy, Healthcare, ...) System Characteristics: (Security, Safety, Resilience, ...)

VT2
Healthcare
VT3
Manufacturing
VT4: Retail
VT5: Smart
Cities
21: Vertical
Use cases
22: Horizontal
Use Cases
Z3: Testbeds
4
Technology
Consideration
Best Practices

&
@
=
I
=
=
=

Vertical & Thematic
(Specific & Alternatives)

Extend from

G3: Technology

Topical
(In-depth)

G8: Vocabulary
0] 13J2y

BO: Business Strategy & Solution Lifecycle Templates & Metrics Libraries
G5: Industrial Internet Connectivity Framework

G4: Industrial Internet Security Framework (IISF)

G2: Key System Characteristics and Crosscutting Concerns

G6: Interoperability
G7: Standards

G1: Industrial Internet Reference Architecture (IIRA)
Architecture Co pt & Framework -

GO0.1: IIS Overview G0.2: Manifest of Documents

Figurel-1: IIC Technical Publication Organization

Horizontal & General
(Foundational and broad)
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2 EXECUTIVBUMMARY

Thelndustrial Internet of Things will create massive new opportundigess all lias of business
with the potential to generatérillions of dollars in economic value.

Much like theadvent of the commerciahternet, the 1loT is set to transform virtually every
existing business model and vertical industry, creating new threats apdramities for all
players. Access to new data soureesl analytics tools, atin a previously unimagined scavaill
define thecontoursof the corporate 10T roadmap.

Enterprises will need to broaden their overall market apprgaedapting businessand
operational models through the integration of Information Technology (IT), Operational
Technology (OT) and custormautreach platforms. lloT solutions will unify disparate
organizational elements, processes and information sources, which will in turmeahaw
goods and services are developed and delivetadaddition, 1loT solutions will increase the
variety ofbusinesghannels available to enterprisasgeating more opportunity t@dd customer
value and deliver wider societal benefits.

However current expectations among businesses that stand to benefit from these opportunities
are more guarded. Many leadership teams are unsure of what exactly lloT means, how it differs
from the competitive dynamics of the past and how to defirew business strategse They are
beginning to recognize that the competitive landscape is changing in ways they do not fully
understand, and that collaboration and mastery of new skiliech as those within lloW;ll be
essential tobusinesssuccessAn organized, disciplimeapproach to moving forward with 110T is
essential to that success.

Firstly, businesses need ttefine their Il0T strategyand goals. Doing so will determifew
quickly theyneed tomove and how they balancg¢he risks associated with market leadership
agpinst the risks for followers and late adopters.

No single enterprise will possess the full range of skills required to address the challenges
associated with Il0T. As a result, effective IloT strategies will necessarily involve some degree of
participation in alliances and business partnershidanyenterprises wilparticipatein multiple

lloT applicationsmaking it necessary to formalize 1loT portfolio management and place
initiatives in the context of a corporate roadmap and budgeting process.

Secontly, businesses need a structuredamework to target and select the rightlloT
opportunities A framework for determining beneficial opportunities comprises four stages

Opportunity deation identifies 1loT application opportunities through an iterative ogess,
motivated by twodrivers: usinglloT technologies to optimizeurrent products, services and
business operationsand launching solutions based on innovative business models. Success in
lloT requires addressing both elements.

Opportunity peparation details the ideas the business determines are worth pursuing. The aim
is to analyze and documetttem in detail to sharpen focuslerive underlying assumptiorend
assign actions to various team members to validate these assumptions.

[IC:PUBB01V1.0:PB20161115 -10-
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Opportunity ealuation develops an acceptable business case and implementation risk profile.
This step considers adapting investment decisions to handle a first wave of lloT applications,
followed by a flow of secon@nd subsequengeneration application opportunities.

Oppotunity initiation addresses the challenge of structuring internal execution capabilities in a
way that allows deploying IloT hardware, and software and service delivery specialists as
effectively as possible. This stage considers takes account of theratuitoplications of
multidisciplinary project teams

This overalprocess of transitioning from strategy and 0T project selection to execution rests on
two foundational elements an 1loT Center of Excellence (CoE) and an lloT platform.

Businesses willfidL L2 ¢ O2y OSLJia RAFFSNBy U ,orbilytemid dza A y S ?
make use of nevpools of expertiseTo do this, somenterprises maywugment internal skills

with 1loT partner ecosystems formed by large industrial players. Others will dee ra
establishing their owitCOE to leverage expertise across multiple applications and business units,

apply consistent changmanagement techniques, evaluate implementation projects both
internally and among competitors and implement bpsactices.

Thesecond element of the implementation framework is to acquire an IloT platform capability.
This corresponds to thiechnical systems that providbe enabling services necessary to deliver
lloT applications. Examples of such services include connectivdtyagement, device
management and 0T application enablement.

Not all enterprises can justify the level of commitméntiedicated personnel and investment to
own their own IloT platform. Many will share infrastructure to benefit from economies of scale.
Over time, enterprises will share applicati@mabler resources and data with the aim of driving
[loT service innovation through economies of scdmxhnology and standardization choices play
a greater role in lloT platform selection where enterprisesrasking strategic investments as
distinct from experimental or pilot evaluations.

[IC:PUBB01V1.0:PB20161115 -11-
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Market Context

lloT Strategy

lloT Business Model Innovation

Ideation I Preparation I Evaluation I Initiation

lloT Foundations

Figure2-1: IIC framework for identification and deployment of lledlutions

The lloT innovation framework and elements désed later will help companie® generatethe
maximum possible benefit from IloT concepts

[IC:PUBBO01V1.0:PEB20161115 -12-
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3 MARKETONTEXT

This section discussthe market drivers andpportunities presented
by lloT andthe factors influencinghem. It also explore business
modeltransformationandthe importantintersection between IT and
OT.

3.1 THEOPPORTUNITROR THENDUSTRIAIOT

lloT is reshaping virtually every existing business model and vertical industry, and is creating
significant new opportunities across all markets.

The pomise of access to new and unified data sources in the IloT agequilte a platform for
improved decisiormaking by humans and machines. This data will come from a wide variety of
sources, including traditional internal business sources, IT and redgttdms, sensors, devices
connected to thenternet, external social media sources, and other structured and unstructured
data elements such as audio, video and digital images.

Bringing these sources together for analysis within the context of lloT reVige a basis for
more comprehensive business monitoring, insight and control, while also increasing efficiency.

Beyond business processes, 10T has the potential to have a positive impact on society and human
welfare. It will open umew opportunities ér jobs and training, andew avenues for businesses
by adding capabilities and revenue streams not previously considered within a given market.

3.1.1 BUSINESS ANMARKEDRIVERS

There are a number ahternal and externabusiness factors driving organizatiotesvard 10T
adoption.These include:

1 competitive pressuredorcingacceleratedolanning andime to market

1 continuous reevaluation of business models, value chains and commercial relatignships
1 accelerated Insightadjustent and optimiation of currentoperations

1 creation of additional and new valugy the businesand

1 potential for societal benefi

To stay competitiven markets where disruption and change ocaurickly, enterprises must
continually review anaptimize theirbusiness strategylannngand operational modelsThey
must look for ways to compete within existing markets and create new market playing fields.

Doing so requires access to internal and external data sources that can better inform these
decisions. These data will come from oented devices, traditional data sources, social media
and more

It is no longer enough to know how well operations performed last wskght requires a view
into past activitiesreaktime adjustmentsto make determinations and corrections noand

[IC:PUBB01V1.0:PB20161115 -13-
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predictive analysiso model future conditions. This paptesentfuture analytics approach will
increasingly becoma priorityand competitive advantagacrossall elements of a business.

In this accelerated and competitive environment, the abilitgttian@ and create newustomer

value becomes key. Within any product or service, whether a website, a smartphone app, or a
heart monitor, or factory floor devicecost and functionality musbalancewith customer
sentiment and experience. This creates a situain which enterprises must constantly look for
ways to adapbusiness and operational modetsreal time, and to modify and add value to their
products, services and customer experiences. Enterprises need to continuously aim to
differentiate their offeings in existing markets and identify untapped opportunities in new
markets.

This new environment also provides a plethora of opportunities for startups and small businesses
that will have the potential to integrate into the production domains of large panies in a
more agile way.

3.1.2 SOCIETADRIVERS

While the perceived value of 1loT relates primarily to busirsess operationalbptimization, it
also has the potential to influen@nd impactsociety in a profound and positive wagcludng:

1 creating new jols and job markets

1 shortening time for and improvinguman and machine decisions
1 generating environmental benefitsnd

1 producing benefits for public health, safety and quality of. life

The connected, collaborative world will lead to an almost innumerahtege of connection
points, applications, products, data sources, and software/integration needs. Due to growth in
business startups and established enterprises, there will be an increased need for a skilled
workforce to advance lloT adoptioithis will rguire the creation of aw roles and skills to
provide technical enablers and services for this new industry.

An equally impactful benefit will come from enhanced decisitaking processesntegrating

data from internal and external sourceés enable moreeffective and timely decisions. For
example, in the case of a hospital, the connection and integration of bedside medical devices
alongside traditional hospital information systems and other patiesate data could have a
profound impact on both immediatand longerterm patientcare decisions. Similar potential for
societal benefits exists in other industries, particularly in the context of smart cities.

The use of lloT and associated data in reporting,-tiegd analysis and predictive models will

help inprove local and global environmental conditions. This is especially true in scientific
research and businesses directly focused on environmental resource utilizatiprovement

may be seen using IloT to help focus on more effective utilization and anafysast, present

and future conditions. These industries, as well as 0T use cases directly related to public safety
and health will enhance quality of life and experience.
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3.2 THETRANSFORMATIODFBUSINESMODE S WITH THERDUSTRIAIOT
lIoT is set to @nsform business models in all markets in broadly similar ways:

1 extending the overall business model and market approaeith customers to
incorporate new valugenerating elements

1 providing a basis for unifying disparate internal organizational elemgmtsessesand
information,

1 enhancing the development and production of goods and senaoes

1 increasing the variety of avenues fmhancingcustomer valueand experience

3.2.1 GENERABUSINESMODEIANDMARKETTRANSFORMATION

Many current business models pastrong emphasis on the effectiveness of internal production
processesThefocus of these models will broaden considerably in the lloT woridclude more
emphasis on customer relationship and value creation.

In the lloT age, business models must #ile account of traditionainternal elements while
simultaneously transforminthemselvedo take advantage of the new spectrum of possibilities.
[loT will affect operations, product development, marketing anddterall businessalue chain
Business mdels must adapt taccommodateand take advantage ahese changes.

Beyond this more general development, a significant opportunity exists for technology
developers to expand their business models into new markets, where they will function as lloT
enables. Offering their products and technologies for use as s&onde or embedded elements
within other systems will open up new avenues for product distribution. These technologies may
include software, devices, sensors or mechanical elements. This oppgriaisd exists for
providers that offer services rather than products alone.

Enterprises that shift their business modelsagygestechere will realize increased market value
from the deployment of Il0T conceptgrovide greater value to their customenigecome more

agile and provide differentiating value to their customer base. Businesses that do not take
advantage of l1loT will risk quickly losing market share to competitors that embrace it.

3.2.2 UNIFICATION OBISPARATBUSINESELEMENTS

Depending on the marke &aS3IYSyd> GKS ySg WFIFOU2NER TFtf22)
equipmentmanufacturing plant, department store, airplane or even a hospital room. Any one of

these locations has the potential to produce a massive amount of data. In contrast to today, lloT

will provide the opportunity to connect different parts of a business and unify its,dedan

device to ITThis integration can lead tonproved analytics andnproved human and machine
decisions.Bringing these disparate sources togetheill require a ne&v paradigm of how
organizational elementsperate together

New business models will have to take data connection, cadlecnd analytics into account.
Theymust alscconsider the implications of bringing together data sources across all levels of the
organization(including from outside of the organizatignyhere analytial capability needs to
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reside(at machine level, at the edge, or in IT), the security of systems, resources, andruhta,
likely changes to business organization models or operatjmmaesses.

These elements will evolve over time, which means that enterprises implementing lloT
methodologies must put governance structures in place that factor in the lloT impact across the
entire business. This system of governance must focus on detegwgnihe value of lloT within

the enterprise at strategic and operational levetsd ensue a consistent implementation
approach inaffectedareas.See sectio®.1.6for additional discussion of this topic.

3.2.3 BENHANCEMEVELOPMENANDPRODUCTION

To ensure the continued evolution of its product and service offerireged strengthen its
competitive position, an enterprise must gain an understanding of customer needs, market
needs and usage behavior. Today, in all market segmenssgyhle has accelerated. Enterprises
must transform their business models to reflect the way in which IloT will enhance product
development and production processes.

Within service industries, a combination of connected devices, data collection from numer
sources, and analytics will provide business insight into areas not previously considered. In the
railroad industry, for example, the monitoring of railroad track and train conditions, signals,
customer travel patterns and fuel consumption can produnsights that enable new or
improved service offerings, enhanced safety and more efficient operations. Incorporating this
potential into the business model help enterprises develop new services

In manufacturing environments, the collection and analysiglaf from connected internal
devices and internal systemandthe integration of these sources, can provide similar insight
increase production efficiency and operational effectiveness. This is especiallg trombining
manufacturing data from coretted devices with business data (from sales, services, or supply
chain contexts, for example) to provide ré¢ahe and historical insight. Factoring this back into
operations,whether historicalyeakttime or predictive helps optimize production.

3.2.4 INCREASIGQUSTOMER/ALUE

While manyadvantages of l1loT solutions relate to enhancing operational efficiency and enabling
new product developmenta significantransformational value of 10T lies in gaining insight that
will improve overall consumer value in tes of service and product usage and overall customer
experience Those companies looking to implement IloT projects should consider both the
operational benefits and strategic value such projects bring to their busifdss. requires
thinking outside theoperational context into a view of the business and its exposure to the
customer

As an exampleconsider an application on a tractor. Operationally, sensors could provide
information to optimize operationsCoupling in data from external sources (suchvesather,

sensor data from fields, predictive yield calculations, infestation, pricing, datalrcadfarmers)
caneachkr RR @I £ dzS8d® ¢ KS O2YoAyl GA2y O2dZ R SyKIyOS
a more complete and even predictive picture of homhen, what the farmer doefor planting,
harvesting, impacting the environment and other farm activities.
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Thissamepotential for operational and added value in business products, services and customer
experienceexists for all market segmen#nd industies.

3.3 OPPORTUNITAT THET/OTINTERSECTION

lloT is creating the potential benefit from the connection and integration of data from
information technology (IT) systems and the data center with data from operational technology
(OT) on the factory floor ancbnnected deviced he IT side of business focuses on resources that
process data for businesslated functions such as payroll, databases, customer access, various
business analysiseporting tools, and inventory. The OT side targets systems and elsntieatt
build, execute, control, and monitor industrial or service processes.

G LINB&aSyidsz 2LISNIGAYy3a Y2RSta F2NJ Ylyeée I NHSNJ
some IT and OT assets. As the lloT becomes more prevalent, the intersechesettements
has the potential for both disruption and benefit within the enterprise.

While there is generally some integration between the IT and OT d@iraimost companies

the degree of integration varies considerably by market segment. Many ergegiave
different processes, organizational structures and systems in place for each domain. Much of the
integration between the two is manual, loosely connectedinasilos.

With 10T comes a significant opportunity, and a necessity, to bring thesepexating worlds
together to the benefit of the entire business model. Indeed, the intersection between these two
domains and the potential for data integration across the businessasof the most significant
motivations and benefits of Il0oT adoption.

3.3.1 THENEWINTERSECTIGMMDOPPORTUNITFOINT

Until the advent of IloT, there was limited collaboration or crliskage between the disciplines

of IT and OT, aBigure3-1A f f dza i Nislan@ P 2 {FdzBKE SWdzi A 2 yhal madalsi S NB R
that, while individually effective, caused IT and OT to operatelativelyindependent ways.

This is partly because IT and OT require different processes, systems, and measures, and even a
RAFFSNBYU 2LISNYGA2YyIf Wil y3dza 3SoQ

The net impact oftis situation has been the inability tnake use obroader business insight

and learning to benefit production operations. LikewisesdW limitedbenefit from physical

world and realtime analysis or trends that might increase business insight and &liofaster

adjustment of business models (further insight into this can be found in the IIC Reference
Architecture or IIRfICIE aSOGA2Y SyYyGAGt SR WCdzy OuA2ylt ! LILIN
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Figure3-1: Qurrent IT/OT state and transformation potential

In the lloT space, there is a significant business and operational opportunity to be explored in the
intersection between the IT and OT silos. While the two domains can continue to operate as
separate entitis, enhanced integration of operational and business déiatorical, reatime

and predictiveanalytics, control, interaction, and insight may lead to miotegratedIT and OT
infrastructures, yielding benefits botrerticallywithin both domains andhorizontallyacross the

entire organization.

As an example, consider an airline whose IT department manages the business systems
(reservations, administration, planning systems, inventory, etc.), while the OT department
manages processes for groubdsed andn-flight monitoring and operations.

During each flight, an aircraft generates extensive amounts of tiliag these datan flightcan
helpoperate the aircrafinore safely and efficiently. Summary data from the aircrafbombined

with groundbased mainteance data and even external information such as weather data
O2dzf R Syl oftS GKS I ANI bt @redictive maRtSriaitceNandy fighti i 2
analysis. Over time, this would help to optimize the business, reduce costs, create new customer
valueand enhance operational safety.

Likewise, summary data from predictive, optimization, and business anatgsegnpactreal
time activities ofthe pilots and crew who are operating the aircraft. This data, when coupled with
onboard aggregation and analgsoffers an opportunity to improve the safety and profitability
of operations and to provide an enhanced customer experience.

The goal of 110T in this context is not simply to enable connectivity, but to provide access to data
and create information assetthat provide value across the enterprise from both business and
operational perspectives. These information assets will serve to enhance current operations and
business outcomes, and will open up new opportunities that were not previously possible.
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Suchopportunities are not limited to a B2B context alone: B2C propositions will lead to increased
benefits for consumers, and B2B2C solutions have additional potential to transform value chains.

3.3.2 HARNESSINOPPORTUNITIES ARE T/OTBOUNDARY

Beyond the techni&l integration of IT and OT elements (e.g. connection, data source integration),
the central strategic challenge for companies will be to combine and gather insight from data
across all aspects of the enterprise to make informed and integrated businesspanational
decisions, whether in redglme or predictively.

An organization studying the integration of the IT and OT environments needtisdy lsoth how
data will be analyzednd where it shoulde analyzeddt the cloud, in a private data center, or
closer to OT asseta both raw and more refined forms.

To harness this opportunity, companies will need an ordered governance approach to planning
and connecting all elements of data and analysis gained across the business. This governance
must considerT and OT operational objectives, overall business and market strategy, physical
systems, connectivity and utilization of insights gained from, and back into, both elements. See
further detail in sectior6.1.6
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4 INDUSTRIAIOT STRATEGY

An enterprise must define its vision and overall ll0T strategfprie
embarking on an llojburney. Are the motivations for engaging in the
[loT purely economic, oare there broaderimperative in terms of
societal benefits (in the case of smaities applications, for example)?
What is the overall market and competitive environment in which the
enterprise plans to engage? How is this likely to change in the coming

years?

Thestrategyshouldreflect the extent to whictlthe enterpriseit plans to &ift toward I10T and the
speed at which this shift is to take place. Should the enterprise become a pioneer and attempt
to gain rapid market share, accepting a higher risk of failure? Or should it become a follower, only
implementing a new IloT solutiongértain that its customers will accejitand buy into its new
product orservice? Some enterprises regard IloT as just one of several important paradigm shifts
occurring today, and are willing to investly limited resources in [l0T adoption. Others seas

the paradigm shift of the next decade, and have already invested significantly in [l0oT programs
and established fareaching internal changmanagement processes. Each strategy must set out

a vision, goals, and guiding principles appropriatehte S y' i S NJvidldpa@inSt® shapeits
overall approach to llaT

Whenthe strategy is perceived to bienportant, or its effects likely to beide rangingit can be
OSYSTFAOALFE (2 ILILRAYG F &SYA2N) a0l 1SK2tRSNI FNI
and coordinate 1loT initiatives across the enterpriSéis approachcan ensure consistency

between different 1loT initiatives and minimize the chances of pursuing conflicting goals or
investing in lesshan-optimal supporting infrastructure.Areas within which the senior
a0F1SK2t RSNJ O2dzf R FlLOAftAGlI OGS O2KSaAzy AyOf dzRS
potential and approaches to new technologies and standards. The stakeholder would also help

to define corporate strategy with regard to alliancasd partnerships, as well as overall
governance frameworks that apply to IloT initiatives.

Enterprises will also need to define an appropriate guidetgofprinciplesfor collaborating with
partners and working within the overall 1l0T ecosystem. In ferdhey will need to identify, at
a high level, the capabilities that they are likely to need to engage in lloT projects.

Adopting a weHldefined and clear approach to IloT and appointing a dedicated leader to navigate
the 1loT journey on their behalkénterprises will significantly improve their chances of achieving
successful outcomes.

4.1 INITIATINGHEINDUSTRIAIOT JOURNEY

Although the IloT journey resembles the traditional planning and implementation approaches
seen in IT andnachineto-machine (M2M)projects in a number of ways, one important
difference is the emphasis placed on adding lloT concepteeastrategic agenda (a change
management effort) and on establishing partnerships (need for a collaborative approach).

[IC:PUBB01V1.0:PB20161115 -20-



Business Strategy and Innovation Framework

The recommended approadh first to include 1l0T as an item on executievel agendas. The
move to adoptlloT technologiesis a Cx&lriven initiative, not merely another IT or product
development project. It will significantly transform the nature of the busimessher by
improving operational processes by means of new insights, by enabling new business models
based on reatime data, or by delivering new customer experiences and engagement models
through connected devices and services.

TheF ANRG [jdzSadA2ya O 2ingltoyodr buSingsslisNide HoT Hype® &s thio eally JS © f
the single most important disruptive force set to change our business in the coming years? Or is
AlG 2dzald 2yS 2F &aSOSNIf OKFy3dS NBFasx 2N a2vYSi

In a large highly diversified organization, the answer to these questions may differ from one
odzaiAySaa &aS3avySyid G2 GKS ySEGO® 2KFGQa Y2NBZ A
automotiveh 9as (GKS 1jdzSaGA2y YAIKEG AyadSHwhiodede Wl 24
G2 YSI YR 6KSyYy gAfft AG AYLI OO Yeé odzaAySaakKQ |
ySé LINPRdzOG& 6AGK AYyUGS3INYGSR aSNBAOSA YAIKOG |
devices in the context of our overall servitizatiani NI § S3eKQ {2YS /9ha YA3I
management consultancy firm to answer these questions, while others will decide this together

with their inner management circle based on internal business knowledge and experience.

Many large organizations willlready have corporate strategy and portfolio management
processes in place, alongside different types of CoEs and shared IT plattasmportant to
stressthe articulation forquestions outlined above, and the answers to these questidhs will

form a solid basis from which the management team can derive a vision, goals, and guiding
principles for its lloT activities.

4.2 SrYSTEMATIMANAGEMENT ARDUSTRIAIOT PORTFOLIO

A patrticularly beneficial course of action involves implementing frameworks esakegses for
tracking IloT projects from conception through to live operations, including validation of results,
to ascertain whether individual 1loT projects have achieved what they set out to achieve.

This kind of tracking should ideally includertfolio management and progress trackjrand
budget tracking and overall roadmay/e discuss these two elements in turn.

4.2.1 PORTFOLIMANAGEMENANDPROGRESERACKING

Accurate lloT project portfolio tracking neededo support sales and marketing activitjesnd
for overall business managemeititis also a importantinput for corporate budget planning and
iterative refinements of corporate strategy.

As project portfolios and timelineare subject to updates and refinement as organizations
discover barrier®r restrictions to deploymenttis essential that this type of information make
its way to some kind of corporate overview dashboard.

The best way to achieveversight capability iy establishing @ N> RAGA 2y | f  WLINE 3
supported by both technicaxperts (embedded in the wider business) and dedicated business
analysts. One oits tasks is to ensure that IloT initiatives are refined amdcheduled when
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roadblocks or othedimiting eventsoccur, and to support the ongoing optimization of the
strategy. Consolidating these activities into a single offassists with thespreadof knowledge
and best practicewithin the enterprise

Within large organizations, multiple 1loT business opportunities and ongoing projects may have
to compete for resources sh as developers and subjemiatter experts.When implementing

[loT solutions,tiis important to plan and track both the portfolio of opportunities and the
underlying loT servicemnablingthem.

IT capabilitiesvill also affecbusiness model developmerih enterprises whose strategy follows

a resourcebased viewthat leveragesspecific capabilitieto develop new opportunities, the IT
roadmap willaffectthe assessment and further evaluation of business mo@gigerprisesvhose
strategy follows a more arket-based viewwill require development of new capabilities based

on their targeted business modell both cases|T portfolio managers should be included in
business model development to ensure alignment between the various lloT solufibis
guararieesthat all parties share a common understanding of the business value of each solution.

Technigues such amlue-benefitanalysis or the analytic hierarchy process can be applied in the
business model evaluation phase. Both use weighted scores to adgahow alternatives
perform with regard to quantitative and qualitative goals. Evaluation criteria for lloT applications
include market potential, technological feasibility, and statutory regulations in different
environments. For more detaileainalysis bboth valuebenefit analysis andnalytic hierarchy
process see Kim and Kim (201f©QK1]

Portfolio management should span the entire lifecycle of 1loT solutions, with different
management techniques required for each phase. While gehmhiques mentioned above are
relevant for the business modeling phase, it is still important to track the performance of
productsand solutions once established. KPIs must be continuously tracked and adjustments
made where necessary.

Figure4-1 below summarizes the central process within enterprises of identifying, selecting, and
prioritizing 1loT opportunities and developing a roadmap with an optimized portfolio. Reassessing
existing opportunities and identifying new ones araportant elements in the process of
continuous innovation.
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Selection and prioritization (enterprise portfolio optimization)
Reassessments

Figured-1: The identification, selection, and managemént process for lloT opportunities
(Source: Machina Research, 2016)

4.2.2 BUDGETTRACKIN@GNDOVERALROADMAP

A closely related issue is the need for budgetary tracking and overall roadmap management for
[loT initiatives. 1loT projects can often encounter unexpected roadblocks or limitations as they
evolve from idea to commercial reality. This is dud¢hi@e main reasons:

1 lloT is new and few widely adopted standards exist

1 the need to work with partners and a wider ecosystem of providersnimare wayand

1 many lloT applications represent radical shifts from generally accepted ways of doing
business, ath so in themselves might significantly influence endrket dynamics

In many cases, thens a temptation for project teams to push for increased budgets, delayed
timeframesor reduced functionalityAny currentday IT development project is subject toeth
same kinds of stressdsut, the risk and materiality of such effects is likely to be greater in an lloT
environment due tdts relatively nascent stage of development.

For these reasons, it is particularly important to establish an effective budg&inigaand overall

roadmap function to ensure that lloT projects deliver the returns that were envisaged abf§ign

(unless these goals have subsequently changed). Such monitoring should extend through the
project lifecycle and into the commercial deploynigrhase, so that the actual results achieved

08 LL2¢ AYAUAFGA@GSEA OFy 06S GNIO1SR YR RSY2Yya3
factored into future planning cycles.
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the overall level of knowledge within the organizatjtefore tackling bigger, more complex, or

more risky projects. This approach will effectivelyrtd an overall Il0T strategy by increasing
awareness of concepts such as the pdi@fOT impacts of lloT projects, data movement, storage

and securityand the complex dynamics of collaborating to support lloT solution deployment.
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5 INDUSTRIAIOT BUSINESMODELNNOVATION

Once an enterprise has established an lloT strategy and pomesg
goals,it shouldput robust systems in place to actively identé@gsess
and initiate 110T opportunities.

The best approach to generating ideas and managing new opportunities includes optimization
measures and business model innovatide use here Alexander Osterwalder and Yves

t Ay SdzNRA RSFAYAUGAR2Y 2F || o6dzaAySaa Y2RSEX Ay
Fy 2NBFYATFGA2Y ONBF (§S3DIRSE AGSNES | yR OF LI dzN.
With increased digitizatio, we observea shift from linear value chains to value creation within

a network of stakeholderdoth internal and external. As a result, multiple interested parties will

need to streamline their efforts to maxing@zvalue for the target customer arehd user. It is
GKSNBEF2NBE ONMzOALFf (G2 GKAY]l Ay GSN¥Ya 2Zihe WO f d
following diagram illustrates thepecific nature of an lloT business model:

[ 22>

Value Chain Value Network

Value networks
Prominent role of IT

Figure5-1: The specific ature of 1loT business models (Source: Bosch Software Innovations, 2016)

Because of the prominent role of IT in the 10T, it will be even more important to close any gaps
or adjust any misalignments that exist between business and IT groups within arnzatganin

the following sections, we will present a number of common methodolagnestechniqueshat

will help enterprises to align these domains.

One approach that enterprises may find helpful when pursuing ideas and designing business
models is thedT Business Model Builder developed by the University of St. Gallen and Bosch
Software Innovation§BSI1] Although this procedure model relates to the wider 10T in general,
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rather than the 1loT specifically, it is relevant to both typéproject. The model covers the entire
process from the initial idea through to business model evaluation, and provides a number of
useful tools.

< N\ < N LN
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Shamrock | Stakeholder
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Continuous Validation of Assumptions _
Figureb-2: loT Business Model Builder (adapted fr{is11)

This networkcentric approach is based on the premise that each stakeholder contributing to the
loT solution has a specific business model and business case for its own organigatifmint
business model encompassing multiplek&tholders must unite all relevant aspects in a joint
business case that captures the costs of each partner. The 10T Business Model Builder provides a
list of helpful techniques for designing business models within partner networks.

5.1 IDEATION

Enterprises wi typically identify IloT application opportunities
through an iterative process thatarts and ends with the generation
and refinement of ideasTwo drivers motivate this procesthe first
involves exploiting 1loT technologies to optimize productiohe
second involves the creation of solutions based on innovative business
models.We examineeach of these elements in more detail.

[loT applications can unlock a wide variety of benefits, including (but not limited to) the following:

1 cost and revenue optnization,
91 operational efficiency
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reaktime business insight (decisianaking)

new market and customer experience improvement
new servicesand

societal improvements

= =4 -4 -4

When initiating the IloT opportunity discovery process, there are two fundamentallgrelift
objectives to consider:

1 leveraging lloT technology for production optimizatemd
1 investigating new IloT business model opportunities

Compared to product optimization, new IloT business model opportunities are generally at an
earlier stage and havthe potential to be more disruptive to current business practices. The
specific objectives of the enterprise in question elimulate techniques used to identify 1loT
opportunities as described below

Like all projects, 1loT projects must start withidea. The difficulty is that the potential of the

lloT is vast and as nget fully understood meaningalmost all 1loT projects are groustmlieaking

to some extent. Clear development pattesfollow are not yet commonly available, and ideas
can emerge frm any part of the organization. Enterprises seeking to engage in the lloT should
therefore draw on as wide a pool of talent and knowledge as possible when idegpiytential
projects. For instance, analogies drawn from IIC use casesptadice implenentations, and
lessons learned from IIC testbeds or other enterprises might serve as good starting points.
Benchmarks with competitors or other industries may also offer inspiration in this early phase of
innovation. An outward view should be taken, byndacting interviews with for example,
industry experts, clientand suppliers.

Theoverall objectives underpinning any specific 1loT initiafivaether the aim ig€o optimize
production orto explore new business models) will determine which analysibrtguesto

apply.
5.1.1 PRODUCTIORPTIMIZATION

Where the objective is optimization, the most effective technique for idea generation is to follow
a structured approaclderivingideasfrom a specific context. Examples include analyzing the
Sy i S NLINR safi€@chain? v@lGeNdreinfs on the shop floor, processesvalue drivers for
important performance indicators (KPIs). Classic Business Process Managementaiphds)
techniques to assess the optimization potential of each ided the process should staby
focusing on the current portfolio of products and services provided to existing customers

5.1.2 NewIllOT BUSINESMODELDEATIONOOLS

In the context of new IloT business models, an opratess for generating innovative ideas for
[loT solutionshoulddraw on the potential of employees, customers and developers.

Tools that support the idea generation process include traditional creativity metbods as
random input (confronting the idea with random items), brainstorming (formulating ideas for
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specific giestions), brainwriting (also known as3é6 method, where ideas are generated filling

out a sheet by 6 persons, changing the sheet 3 timmagitig the working time to 5 minutes).

More lloFspecific exercises, like confronting the idea with business mpatérns involving
GaSyaz2zNB Fa | aASNWAOS:e 2N aRAIAGIEfE& OKINHSR
process of identifying new opportunitiggF1]

Thefive lloT Layers (physical thing, sensor/actuator, connectivity,ydicaland, digital service)

help determineon which specific valuereation layer the opportunity should focus. It illustrates
the range from product focus up to digital servi¢E§1]

After formulating aninitial idea, a preevaluationstep should be carried out. Capturing the
essence of potential ideas in a structured marinallows enterprises to compare and pre
evaluate the various ideas generated.

At this early stage, promising 10T ideas are usually selected by means of a vibteronfmrmal
method that captures the consensus among the innovation teams. At a later stage, after
developing the candidate ideas in more detail, more formalized evaluation methods can be used
(decision support tools such as scorecards based on intentatprise standards).

5.2 PREPARATION

Selecteddeasshould then be analyzed and documented in detail to
sharpen focus, derive underlying assumptions (market attractiveness,
value proposition, or technical implications, etc.), and assign actions to
various eam members to validate these assumptions.

After describing the 10T solution, mapping technigstould be applied thelpto break down

the value propositioninto featuresthat correspondii 2 a0 { SK2f RSNDEBhisis® NOS A @
highly iterativeprocessas the earlystage nature of lloT dictates that some ideas will turn out to

be less promising than expected, while other new, more innovative ideas may emerge along the

way. Again, validating assumptionf®r exampleby collecting early user feedlk helps to

prioritize value drivers. The targeted solution should then be described in a holistic way:
Sketching the solution from the user’s perspectiyalescribing the customer’s journey with all

relevant touch points and activitiegelivers insightgbout the required capabilities (in terms of
technology, knowhow and resources)The capability assessment helps to differentiate which

parts of value creation the focal company can perform and which parts performed by partners.

With a number of differat parties contributing to any lloT solution (including sensor providers,
production plants, telecommunications providers, etc.), it is crucial to involve each of these
parties in the refinement stage of the planning cycle. These players will need taratertheir
efforts to create maximum value for the target group(s).

1 One pasibility is to us¢he YT ShamrodRske the 10T Business Model Buil{@8I11].
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At this point in the processalue propositionshould bedevisdfor all relevant stakeholders in
the value creation network. When designing a netwodntric joint business model, a oo
starting point can be to document value streams and analyze potential stakeholderFmjase
5-3 below illustrates a valuereation network centered on a product manufacturer.

/@\

Customer

Data Service Provider
{Backend, Analytics)

Retailer

& Gh—7

Telco Operatar Product
Manufacturer

Component Supplier

Figureb-3: Valuecreation network for an 1loT solution

E—

As the business model matures, the business roles adopted by each stakeholder become more
apparent. In the example above, the product manufacturer acts as the business owner (the party
coordinatingthe business model). Partners such as the telco operatorparécipants in the
valuenetwork and areexposed to a higher degree of risk than suppliers who deliver products or
services under contractually predefined conditions.

Depending on the value pposition devised for each stakeholder, different levels of engagement
can be identified. This determines how active each stakeholder shioeilth the business
modeling phasé¢for example, partners should be involved at an early stage, supplier$ Béan
stakeholder has their own business model in mind an$t be awardghat relevant aspects need

to be brought togethemwith inputs from different stakeholderfor the joint business model and
business casdataaccessand thepotential for different netwak partners to share customer,
usage and other information within the network is a key consideration.

Coordinating such value networks comes with high transaction costs and requires a ahiifiral
within organizations toward increased openness and collation. Nevertheless, business
models with a wetbalanced network of partners are likely to prove more robust in the long term.
In the future, as crosdomain Il0T solutions emerge, partnering capabilities will play an even
greater role in achieving busss success.
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