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Presentation Notes
Example of IoT and what IIoT is not.


» The racket, has gyroscopes, accelerometers and a piezoelectric sensor in the handle. These
sensors pick up a variety of data, including where the ball hits the strings, how much power
goes into a shot and how much spin a player puts on a ball.




The value of lloT .........
Honeywell

Often expressed in mind-boggling

numbers
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» Broad Vision
Secure, reliable, multi-vendor,
multi-platform, multi-domain information
interoperability from sensor to enterprise

» International Scope
> Non profit organization (founded 1995)
o Companies from Automation & IT
- Standard: OPC UAis IEC62541

» Deliverables
> Open Specification
> Tools: certification tools

o Compliance Labs . :
* Microsoft, SAP, Siemens,

Beckhoff, Honeywell, Yokogawa,
and others
 New members coming soon

» NOTE: Professional OPC UA Toolkits are the
ecosystem

—_—



Interoperability

Independent:
Vendor, Platform, Market and OS

Discoverable Service Oriented
Architecture (SOA) independent of the
transport method

Run by a Non-Profit (OPC Foundation)
60M install base and exponential growth

Scalability: From Sensor to Cloud

Data Modelling

Rich data modeling (preserves data
context)

Vendors can extend the data model of each
product (Companion Specification)

Maps domain specific protocols, e.g.
BACNet | MTConnect | Weihenstephan...

Maps domain specific information e.g.
Robotics, Machine Vision, ...

Security

Secure by Design

Based on open security standards

Authentication | Encryption

Evolves with Security Industry standards

Scalable security
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1 Open CONNECTIVITY
Vendor, Platform and OS Independent
Scalability for integrated networking from smallest sensors to mainframes
Services oriented architecture (SOA) independent of the transport method
Designed for time-series data transfer
Discoverable for available UA data sources
Large installed base and growing rapidly
2. Extensible
Data modeling preserves source context
Vendors can provide complete data model of each product
Extendable Support New protocol definition (Companion Specification)
3.Secure
http://opcconnect.opcfoundation.org/2015/06/opc-ua-in-the-reference-architecture-model-rami-4-0/
Secure Design from group-up
OPC UA is listed as the one and only recommendation for ‘communication’ layer by RAMI 4.0
Based on Security standards
Messaging signings | Encryption
Evolves as security technology evolves
Vendors /Users can choose level of security
Easily acceptable by IT departments


BACNet | PLCopen | MDIS (Subsea standard) | Others . . . 
UA Clients can learn new structures from UA servers upon connection
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Example testbeds with integrated OPC UA:

1. SMART MANUFACTURING CONNECTIVITY FOR BROWN-FIELD SENSORS
2. TIME SENSITIVE NETWORKING (TSN) TESTBED

3. SMART FACTORY WEB TESTBED

https://www.iiconsortium.org/pdf/IIC PUB G5 V1.0 PB 20170228.pdf

—_—
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1. SMART MANUFACTURING CONNECTIVITY FOR BROWN-FIELD SENSORS
This testbed implements an alternative solution by substituting IO-modules that connect the sensors with the real-time automation system by a gateway that extracts the sensor data and transfers them to the IT system through an additional communication channel via OPC UA (IEC 62541). 

2. TIME SENSITIVE NETWORKING (TSN) TESTBED
The TSN technology will be used to support real-time control and synchronization of high performance machines over a single, standard Ethernet network, supporting multi-vendor interoperability and integration. OPC UA over TSN uses standard IT infrastructure for controller to controller communication between devices from different vendors.

3. SMART FACTORY WEB TESTBED
Secure Plug & Work techniques based on the standards AutomationML and OPC UA are applied to adapt factories on-the-fl y by inserting new manufacturing assets into the factory production with a minimum of engineering effort.


https://www.iiconsortium.org/pdf/IIC_PUB_G5_V1.0_PB_20170228.pdf

Industrie 4.0 Requires OPC UA

>

DO

EVERY 14.0 IMPLEMENTATION LEVEL OFFICIALLY REQUIRES OPC UA
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The I4.0 specification defines 3 levels of functionality that could be referred to as “I4.0” – ALL three of the levels require OPC UA. In other words, there is no I4.0 without OPC UA. 


Administration shell

OPC UA
Companion
Specification
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For example, VDMA turned to OPC UA to develop its Information Models to ensure interoperability (I4.0 requirement)


Specific Models
Use case specific models
Industry specific models

Device / machine specific
models

Companion Information Models
PLCopen, ADI, FDI, FDT, BACnet, MDIS, ISA95, AutomationML,

MTConnect, AutolD, VDW, EUROMAP, Robotics, Vision Systems,
IEC 61850/61400, Sercos, Powerlink, PROFInet, ...

Developed with partner
organizations



OPC Foundation strategy:

- Rules for OPC UA CS developed
together with partners

- Predefined process for joint OPC
UACS

- Templates to ensure standardized

format and potential certifications
- Compliance
- Intellectual Property

- Working Processes

Markets https://opcfoundation.org/markets-collaboration/
- Automation - Measurement
- Building Automation - Qil & Gas
- Energy - Transportation
- Engineering

——


https://opcfoundation.org/markets-collaboration/
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VDMA: Manufacturing industries
15+ verticals active on OPC UA CS 



» 2016: Commercial product OPC UA in chip

» 2018: OPC UA in Microsoft IoT chip
Azure Sphere: 10T chip for secured connection
https://www.microsoft.com/en-us/azure-sphere/

——

2018: Industrial kitchen equipment
HKI| association modelled 13 devices



Presenter
Presentation Notes
Areas of OPC UA Adoption increasingly quickly spreading into non-traditional OPC markets. 
For example, Industrial Kitchen equipment

https://www.microsoft.com/en-us/azure-sphere/

OPC Classic: OPC UA:
OLE for Process Control Technology and OS
independent

Clouds

SCADA, MES, ERP,

IT Network [F55
HMIs Client

Machine

OPQ UA
Control S
“SOA PLC”
Field
Level

ime

Today

OPC UA
Client

Edge/Cloud
Pub/Sub
Controller to
Controller

Client

Pub Sub

Client |
Pub - Sub
Sub - Pub

Sub | Pub
[ ]

Industrial mobile apps
Field devices

OPC UA
- over TSN
- over 5G
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Starting with OPC classic in the first column, you can see the progression of OPC usage deeper into the enterprise both to the cloud and the sensor level.  


Who: Federal Office for Information Security (German Government BSI)
Why: Because of relevance of OPC UA for German Industry
What: Security Evaluation of OPC-UA —finalized March 2016

- Analysis of specification

- Analysis of Reference Implementation

Result: Available on BSI web
Commented version on OPC web www.opcfoundation.org/security

See also video from BSI
, Results Security Analysis*

OPC Youtube Channel

—_—


http://www.opcfoundation.org/security

» OPC UA recovers from communication loss

» OPC UA ensures robust and reliable communication
- Keep-alive monitoring
- Buffering of data and acknowledgements
> Fast recovery in case of communication errors
- Redundancy concepts

UA Session

UA e
Client Response IEaV:;

I



[ UA } [ UA } Firewall
Client Client
[ | | | o
Enterprise Network UA _/UN|X,
Server
(&) [
,Operations Network client clent !
|
UA UA
Server Server
N
Plant Floor clent Client
o °
Network ulA ulA
Server Server \
Linux,
VxWorks,




Dedicated engineering team focused on adding OPC UA support
to Microsoft products located in Munich, directly reporting to Azure
loT directors in Redmond

Download flyer here
https://opcfoundation.org/wp-content/uploads/2016/10/Microsoft-OPC-UA-5-Clicks-To-Digital-Factory.pdf
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Among other vendors, Microsoft is helping create plant to cloud infrastructure. Traditionally IT centric companies are involved 

https://opcfoundation.org/wp-content/uploads/2016/10/Microsoft-OPC-UA-5-Clicks-To-Digital-Factory.pdf

Benefit

Before USB Consistent, compatible data

model for all machines,
plus security!

Market of gateways
DIN Keyboard / Centronics printer / PS2 mouse o« <$500
« Connectto PLCs or
fieldbus systems
 No changes to
machines required!

Transition
Use adopters to connect
old and new world

With USB

proprletary

——
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For folks that don’t have an OPC UA interface on their machines, cost-effective adapters can be purchased from our partners that automatically map to OPC UA!


Key Concepts

—_—



IT World OT World

lloT World
(Industrie4.0)

Safety | Security | Resilience | Reliability | Privacy
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Assurance Cases – specify tests and results of those tests as proof to stakeholders that the key system characteristics have indeed been met. This happens in the design, implementation, and deployment

Threat Model -> identifies what risks a system is exposed to, 


Data Security

Data at Rest

@@

Data In Process

=)

Data in Motion
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OPC UA focuses on Data Security and specifically was known as stated in motion from the field level to the enterprise.  Has data travels up and travels down and vertically different levels of security can be provided and depending on the needs of the devices and applications they are trying to secure.


» Trusted Information (CIA triad)
> Confidentiality

o Integrity
> Avalilability
Information
» Access Control (AAA principle) SEIY

o Authentication
o Authorization
> Accounting (Auditability)

Availability

——
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There are two major key security concepts that OPC UA addresses as part of the architecture.  One of the key and security concepts is what’s known as trusted information or what I refer to as the CIA triad,  where CIA means confidentiality, integrity and availability.   The other key security concept is access control which is known as the AAA principle which stands for the Authentication, authorization and accounting (also known as Audibility)

With most important with respect data in motion is the concept of having complete information security from the field levels to the enterprise and mission moving data and information between disparate devices and applications and the need for everything done in a secure fashion you want to have the ability of having trusted information as well as complete access control depending on the requirements and level of the pyramid.  Th


» Confidentiality
—> Protecting privacy of message contents

OPC UA
Changed Value: Variable Y Information

Value O and
Functionality

Prevented by
confidentiality
controls

——
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The concept of confidentiality a really means protecting the privacy of the message contents.   Want to make sure that the information and functionality are kept confidential between the people as well as the devices and applications that the information is being exchanged between.   Essentially want to have the understanding of protecting the privacy of what the message contents are between the two endpoints that the data or information is being exchanged with the importance of having confidence he controls and the architecture allows believe the two endpoints to exchange the confidential information th without having had been breached and access by either intentional or unintentional access to a third-party device or application or person.


» Integrity
- Not manipulating the content of a message

Write: Variable X Value =0 OPC UA

Information
Prevented by an d

integrity controls . .
Functionality

Changed Value: Variable Y Value =1
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The importance of integrity and making sure that the content of the message is not manipulated altered in any way between endpoints very important in OPC UA.  When someone decides they want to send and write a value between two devices for example he must guarantee that the value read and what the change value were worried animal was built in integrity controls deliberately such that the variables being written cannot be all if and if the content of the message is always secure.   You cannot have someone altering the messages between the two endpoints because the guaranteed integrity built in between the endpoints and as part of the architecture of OPC UA.


» Availability
- Resiliant to DoS threats, maximizing availability

UA Client UA Server

—

Protected by
Design for availability

——
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In addition we have to make sure that an OPC UA client can talk to an OPC UA server for total availability from a secure perspective and it’s deliberately protected by the design for availability into the architecture which means is resilient to denial of service threats maximizing the availability for reliable communication.


» Application: Authentication and Authorization

Software
Certificate

OPC UA
Application Information and
Instance Functionality (e.g.
Certificates

read, write)

——
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From an application perspective OPC UA builds an authentication and authorization into the security architecture guaranteeing that the two endpoints both agree that they should be able to communicate and share data and information between each other.  It’s all gone through which known as softer ship to the gifts and application and some certificates which are exchange between the client and server for secure reliable authenticated and authorize communication.


» User: Authentication and Authorization

OPC UA
Information and

Functionality (e.g.
— read, write)

1. Authenticate User 2. Authorize for specific

(e.g. writing a specific value)

——
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The architecture essentially provides a way of authenticating the user complete with the username and password,  and other necessary credentials and then there is a reliable exchange between the application that you want to communicate to with respect to authorize in the specific operations and what the information that the authenticate a user is allowed to have access to.   Not only is it about the data it’s also about what are the functionality and behavior that the client is allowed to request the server to do as part of the authentication strategy.


» Auditability
—> Tracking important interactions

\A/rita

Write
Variable

change from
1 to 2 by Karl

I UA Traffii

Tracks all important updates,
including who did it

OPC UA Defines Audit Parameters and to be included in audit records.

——


Presenter
Presentation Notes
OPC UA also built in Audability which essentially provides a complete audit record of all of the exchanges that are made between the two devices or applications that are seamlessly connected all of the OPC UA traffic can be logged directly into what’s known as an audit log in obese UA defines in a ceremony parameters to be included in all the autumn river.  This allows a capability to track all the important updates including homemade the updated very very handy with respect to writing data between two applications and the knowledge of was authorized right that data into did including complete timestamp information.


» Layered conceptual communication model

OPC UA Client Software Authentication OPC UA Server
User Authentication
User Authorization
Application Layer Application Layer
App Authentication

Encryption, Signing

Communication Layer Communication Layer
UATCP, HTTPS
Transport Layer

Binary, XML
Encoding/Decoding

Transfer message

Transport Layer

— Level 3 Apps : and Security (e.g. H-TTP & XML, E & S)
— Level 2 Apps : and Security (e.g. UATCP & BIN, S)
— Level 1 Apps : and (e.g. UATCP & BIN)

—
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First one is communication protocol

There is a layered conceptual communication model.
In this model each layer has particular responsibility.

The Transport layer,
This layer has responsibility for transferring message between applications. 
In this layer, multiple protocols are defined to meet various requirements of applications.
UA TCP fits application that prefers performance than openness.
HTTP and HTTPS fits applications that transfer message via internet.

The Communication layer,
This layer has responsibility  for protecting message from security threats.
Application authentication determines whether the application that comes in is authentic.
Encryption and Signing makes message secure.

The Application layer,
This layer has responsible for executing OPC UA functions.
This layer also has these security features.

The idea of OPC UA was that a combination of these abilities enables wide adoption.
So, OPC UA allowed application to choose appropriate abilities to meet its requirements.

For example, Level 3 application requires internet accessibility and security.
In this case, application may choose HTTP w/ XML encoding for transport, and Encryption & Signing for message protection.

Level1 application requires high speed and small-footprint.
In this case, the application may choose UA TCP w/ binary encoding for transport.


» Confidentiality = Encrypting of Messages

» Integrity - Signing of Messages

» Availability = Minimal message processing before authentication

Examples:
* Restricting message size
* No security related error codes returned

——




» Authentication of applications
- Application instance certificates
o Certificate Authority (CA)

» Authentication of users
- Username / password, WS-Security Token or X.509 certificates,
> Fits into existing infrastructures like Active Directory

» Authorization (Server Specific)
> Fine-granular information in address space (Read, Write, Browse)
o Writing of meta data, calling methods

» Auditability

> Generating audit events for security related operations
34
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