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Development Teams
Are Moving Faster

In 2018, 27% of developers indicated that

they released monthly or faster. In 2019, the
number jumped to 38%.

ase: 3,294 Devlopers
ource: Forrester Business Technographics Global Developer Survey, 2019

ase: 3,228 Developers

ource: Forrester Business Technographics Global Developer Survey, 2018
© 2019 Forrester. Reproduction Prohibited.




Yes, Open Source

averaging

8%

open source

Enterprise Software/Saa$;

Virtual Reality, Gaming,
Entertainment, Media

averaging

66%

open source

Internet of Things

averaging

61%

open source

averaging

62%

open source

Internet & Software Retail & E-Commerce
Infrastructure, Computer

Hardware & Semiconductors

averaging

70%

open source

averaging

74%

open source

Cybersecurity Internet & Mobile Apps

Synopsys: 2019 Open Source Security And Risk Analysis

Is Prevalent In loT

averaging

64%

open source

Financial Services & FinTech;
Big Data, Al, Bl, Machine Learning,;
Healthcare, Health Tech,

Life Sciences; Energy & CleanTech

averaging

718%

open source

Marketing Tech
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https://sysdig.com/blog/sysdig-2019-container-usage-report/

33% of firms
“How was the external attack carried out?”

S u fl:e re d a b re aC h (Multiple responses accepted)
aS a re S u I t Of a n Software vulnerability (software exploit) [ NRNNNREEE <02

Web application (SQL injection, cross-site
scripting, remote file inclusion)

eXte rn a I attaC k . Use of stolen credentials (logins, 089

encryption keys)

37%

DDoS 25%

I h I S I S h OW- Strategic web compromise 250/,

(watering hole attack)

Maobile malware 25%
Exploitation of lost/stolen asset 25%
DNS 20%
Phishing 19%
Software
Ransomware 14% vulnerabilities and

web applications are
the top two ways
external attacks

are carried out.

Social engineering 6%

Other 1%

Base: 283 Enterprise global network path security decision makers who experienced an external attack
when their company was breached

Sources: Forrester Analytics Global Business Technographics® Security Survey, 2019

© 2019 Forrester. Reproduction Prohibited.




1XCVE-2000-0388 Detail

Current Description
Buffer overflow in FreeBSD libmytinfo library allows local users to execute commands via a long TERMCAP

environmental variable.

https://nvd.nist.gov/vuln/detail/CVE-2000-0388
Synopsys: 2019 Open Source Security And Risk Analysis



https://nvd.nist.gov/vuln/detail/CVE-2000-0388

Containers And
Images Are Not

Vulnerabilities per Docker image i snyk

600
567
500
mu I 91
0 l
node frttped

postgres

Source: Snyk: Shifting Docker Security Left: https://snyk.io/blog/shifting-

docker-security-left/

© 2019 Forrester. Reproduction Prohibited.


https://snyk.io/blog/shifting-docker-security-left/




Source: "State Of Software Security," Veracode (https://www.veracode.com/state-of-software-security-report).



Phase of the SDLC in which SAST is
implemented

® Planning to implement within the next 12 months

® Implementing/implemented + Expanding/ upgrading implementation

42%
40%
37%
35% 34%
SAST adoptlon
I18% 17% I
Design Development Testing Production

Base: 1,014 global network path security decision makers who are adopting SAST
© 2019 Forrester. Reproduction Prohibited. Source: Forrester Analytics Global Business Technographics Security Survey, 2019




Phase of the SDLC in which SCA is implemented

B Planning to implement within the next 12 months

® Implementing/implemented + Expanding/ upgrading implementation

39%
37% 37% 37%
31%
28%
|
SCA adoptlon
17%
Design Development Testing Production

Base: 1,035 global network path security decision makers who are adopting SCA
© 2019 Forrester. Reproduction Prohibited. Source: Forrester Analytics Global Business Technographics Security Survey, 2019




Phase of the SDLC in which Container Security
IS Implemented

m Planning to implement within the next 12 months
® Implementing/implemented + Expanding/ upgrading implementation

42%
. . 37% 369 37%
Container Security
30%
p 20%
I 17%
Design Development Testing Production

Base: 1,033 global network path security decision makers who are adopting Container Security
© 2019 Forrester. Reproduction Prohibited. Source: Forrester Analytics Global Business Technographics Security Survey, 2019




10 Steps To Secure
Containers In
Software Delivery
Life Cycle

© 2019 Forrester. Reproduction Prohibited.

Container engine

S (T | T

Develop/build Test/modify Release/production

QO Q Q Q)

Use trusted images

Reduce clutter

Sign images and verify signatures

Enforce secrets management
Metwork segmentation
User authentication

Vulnerability scanning

Harden the QS
Govern operations
Intrusion detection
136406 Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.

Source: “Ten Basic Steps To Secure Software Containers” Forrester report



Recommendations For Trustworthy loT

@ Embrace open source and modern deployment methodologies

& Shift left and scan often

ﬁ Engage development in the security process




Thank You.
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